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[ aen happy to share with you that Narcofics Control Bureaw (NCB) s uﬁ_;an%‘ézm l";i.E'E}:Lthrm trer
‘Diarkathon 2022 o Gnd sclutions to trafficking of drugs throngh darkweb tha :ﬁ'mmﬂ ::Lar}n:-s-r-::-: o
drug law enforcement agencies the world over. To fiad viable sohitions to this prablem, »HEB It projected the
following three problem statements in the Darkathon 2022;

a Crawling of derkweb to identify and catalogue active and penuine derkner markets selling drugs
javtemarically and new markets and drop inactivetaken down markers)

b, Crawling of derknet markets to identify drug waffickers on darkner based in India and the drugs they
offer for sale.

& Digital foot-printing of active drg traffickess on darkner based in India.

The Darkathon 2022 is being erganiced on the directions of the Hon'ble Prime Minister, who recognized the
problem of drug trafficking through dacknet markets as a majer threat and instructed NCB to tap mto the vasi
pocl of teehnical skills available in our country, pasticelasly that of youth and snidents.
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MUH also recopmizes that the vounger generation has Lo be pratected [rom the menace of drugs for Indiy .

frogress further as g world leader, One of the key steps in achieving this objective 15 Lo keep cyberspace Gl

fram the invasion of drups and other harmtul substances far our youth.

Wirh these abiectives, the Darkathon was .'|:||-.'-.'|||||.:|| Fod and launchead |]:_-' HNCE on ]'CL‘-IL'I_ZHT_‘_—' I3, 2022, More
detailz of the Darkathon 2022 are svailable on their websiie hitps:i‘nebh.eyberchallenge m and repistration of the
event is open bl March 31, 2022, which can be done on the portal. A brochure encapsulating the details of the

Diarkathon 2022 4= alzo enclosed

For any trther mformation, please contact Mr. Pivush Kumar Singh, Assistant Director {Enforcement), NCB

Headquarters at 011-2676 1000 or at dack sthon-nehé@ ooy in

=

I request vou to Kindly disseminate th

y 1 Frned o
With warm regards,

Yours sincerely,

D (Mrs) Pankaj Mittal

Secralany General

AsE0GIALDN of Indizn Cniversties

AlL Hauge, 16, Comrade indrafil Guota Marg (Kofle Warg)
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Darkathon Poster (002). png
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ﬂ Oarkathon Brochure, pdf
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ﬂ Darkathon 2022 0001, pdf
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” 1552 15 information te your faculty members to encouragze the students to
participate in the event and help the Government of India to accomplish its vision of ‘Drug free Tndia®,
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Dear Vice Chancellor/Director, March, 2022

Gireetings from ALY

'E am happy to share with vyou that Narcotics Control Bureay (NCBY} is organizing a Hackathon titled

Darkathon 11.1"11' o find solutions 1o tra king of drugs through darkweb that is posing challenjges
b drug law enforcement agencies the world over To find viable solutions to this problem, NCB has
prajected the following three problem statements in the Darkatho 2022:

(a} Crawling of darkweb to wdentify
(automatically and new markes

(b} Crawling of darknet markets to
they offer for sale.

(c) Digital foot-printing of active drug tmaffickers on darknet based in India
The Darkathon 2022 is being organized on the directions of the Hon "ble Prime Minister, who recognized

the problem of drug trafficking through darknet markets a5 a major threat and instructed NCB to tap into
the vast pool of technical skills available in our country, particularly that of vouth and students,

and catalogue active and genuine darknet markets selling drugs
and drop inactive/aken down markeds)

identify drug traffickers on darknet based in India and the drugs

NCB also recognizes that the younger generation has to be protected from the menace of drugs for India
to progress further as a world leader. One of the key steps in achieving this objective is to keep
cyberspace clean from the invasion of drugs and other harmful substances for our youth,

With these objectives, the Darkathon was conceptualized and launched by NCB an February 15, 2022,
More details of the Darkathon 2022 are available on their website - in and
registration of the event is open till March 31, 2022, which can be done on the portal. A brochure
encapsulating the details of the Darkathon 2022 is also enclosed,

For any further information, please contact Mr. Pivush Kumar Singh, Assistant Director (Enforcement),
NCB Headquarters at 011-26761000 or at dag - ¥, i

I request you to kindly disseminate this information to your faculty members to encourage the students
to participate in the event and help the Government of Lndia to accomplish its vision of “Drug free India®.

With warm regards,

Yours sincerely,

(Pankaj Mittal)
All the Viee Chancellors/Directors of AIU Member Universities/Tnstitutions

MU House, 18, Camrade Inclrait Gugta Marg (iKata Marg),



NARCOTICS CONTROL BUREAU.
DARKATHON 2022

An initiative of Narcotics Control Bureau
Ministry of Home Affairs, Government of India

In collaboration with CyberPeace Foundation @

EyberPeacs
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NARCOTICS CONTROL BUREAU
DARKATHON 2022

INTRODUCTION

The rise in the extensive use of technology has also brought with it increase in cybercrimes. Cyberattacks
ar!|:_| cri"P:es have permeated almaost every facet of society, and are growing in '-."I:Ilu-mE!_".-'E:l.-:l-tit'-;r and 5|::;:;h:'-:-.li:
calion with 2ach passing day, defeating the best efforts of law enforcement agenciesin India and acrassthe
-.n-nrl.:_l. The intersection between crimes and technology is more apparent t-ﬁ-d.;r-.-' than ever befare, Alm n:;-:';-t
all crimes and potential crimes are facilitated by the internet, gadgets or '_E|:I';n|;|I,|:|g',' in one r.;rrr:n Inr the

other: or at least have an investigative lead rooted in technology,

One of the most concerning facet of this change is the illicit trafficking in drugs and drug-related money
laundering through the misuse of information and communication I:E!l:l'ﬁ'mln.gil;ﬁ, i'|'|E|_'|_||ji|‘|-q Internet, dark-
nel. anonymous and encrypted connections, messengers, electronic and virtual pa:}mam E}r;’rern;.
According to the 2021 World Drug Report. about 74% of the darknet transactions, er about 0% of darknet

sales, were drug related.

The COVID-19 pandemichas exacerbated the situation and there are tell-a-tale signs about this. For exam-
ple the number of drug seizures from parcel or courier consignments increased by almost 250% in India
after the outbreak of COVID-19 and a good number of them are linked to drug trafficking through darknet

markets.
Further. digitalization of society and growing online retail and distribution chains will very likely lead to an
ypward trend in the misuse of darknet technology to aid drug trafficking.

Drug law enforcement agencies need to be ahead of the curve to counter and negate the challenges of
technolegy advances that drug traffickers take advantage of. The help and aid of the public can go a long
way in technically equipping agencies like NCB tackle the menace of drug trafficking. Keeping these in
mind. NCB has decided to arganize a hackathon that cantap into the high quality technical pool of the coun-
iry to find effe ctive salutions to unravel the anonymity of darknet markets: The Darkathan,
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PROBLEM STATEMENTS

13 Crawling of darkweb to identify and catalogue active and genuine darknet

markets selling drugs (automatically add new markets and drop inactive/
taken down markets)

% Crawling of darknet markets to identify drug traffickers on dark net based in
India and the drugs they offer for sale.

: !! Digital foot printing of active drug traffickers on dark net based in India.

PHASES

PHASE 1
IDEATHON AND POC
SUBMISSION

» The participanis need fo register
fhemsalves aither as a team of
maxirmum {hree individuals ar as
asingle members.

» During registration the partici-
panis are required to give a short
description (met mora than 200
words) of thair proposed salution
along with a detailed PowerPoint
prasentation (not more than 10

slides) against the selected prob-

lem atatement

# The participants can also include
videos, images and screenshofs
imthe presentaticn.

PHASE 2
SHORTLISTING

Pasi the closure of regisirations,
the evaluation committee will
shartlist top 30 eniries for ihe
naxt round.

PHASE 3
GRAND FINALE
(PRESENTATION ROUND]

The Grand Finale will be hosted
as a prezsntation round. The
shortlisted parficipants need to
prasent their ideas to the jury in
the form af preseniation, videos
and prototype. The presentation
round will be of 15 minutes with
10 minutes of presentation and 3
minubes of DEA




PRIZES

Hs 15 Lakhs s & Lakhs Rs LS Lakhs R+ 25.000
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THE TIMELINE

ABOUT NARCOTICS CONTROL BUREAU

Marcolics Control Bureau is tha nodal Drug Law Enforcement Agency (DLEA) of India dealing with drug related matiers
which have both national and internationzl ramifications.Apart from performing the roles of a DLEA, MCB is the apex
eoordinating agency for the =tate, central and internatio nal agencies, MCE functions a5 an enfarcement agancy throu gh its
regions. zones and subzones. The regians located at Delhi. Mumbai and Kolkata have jurisdiction over ils Zones estabe-
lished at aAhmedabad. Bengaluru Chandigarh, Chennai. Dalhi. Guwahati. Indore, Jammu. Jodhpur. Kaolkats, Lucknow,
Mumbai, & Patna and Sub-zones at Ajmer, Amritsar, Bhubaneswar, Dehradun, Goa. Hyderabad, Imphal. Mandszur. Madu-
rai. Mandi, Raipur, Ranchi and Kachi. The zonas and su h-zanes collect and analyse data ralated to seizures of narcotic
drugs and paychotropic gubstance, study trends. madus operandi, collect and dissaminate intelligence and work in close
cooperalien with the ce niral agencies, state police and ather lew enforcement agencias.

ABOUT CYBERPEACE FOUNDATION

CyberPeace Foun datien(CPF] is an award-winning nonpartisan civil society arganizatian., think tank of cybersecurity and
policy experis with the vision of pionearing Cyber Feace Initiatives 1o build collective resilizncy against Cybercrimes E
global threats of cyber warfare, CPE is involved in Policy Advocacy. Research and Training related to all aspects of Cyber
Peace and Cybersecurity. Key areas af CyberPeace Foundation work are in Technolegy Governance, Policy Review and
Advocacy, Capacity and Capability creation ana building threugh partnerships with various o rnmant arganizations.

academic institutions and civil socie ly entities.

For gueries and suggeshians pigase gend email al

darkathan-nchEgoy.in
gec-queries@eyberpeace net




